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L Functional package management in a pill

e we're using GNU Guix here (no, not the trademarked GUIX...)
e store filename determine by hash of package inputs + definition
e multiple versions of a package can coexist

e per-project development environments

e casy rollbacks

e emphasis on reproducible builds
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L Functional package management in a pill
(sample package)

e store is read-only (only Nix/Guix daemon can write)

e store files are root-owned and world-readable =; secrets must be
managed differently

e dates set to Epoch (but Is -Ich shows real creation time)

e the same package won't be built twice, even if requested by multiple
users

e a package will built again (or grafted) when one of its dependencies
gets updated

e a package not in use can be garbage-collected

e no support for quotas yet as of 2024
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L Functional package management in a pill
(declarative OS)

e GNU Guix and Nix have their DSLs (the first one is actually Scheme
Lisp + some APlIs)

e on Guix/Nix server packages and configurations are immutable (we
can switch to different ones but not alter the existing ones) —
convenient

e an application may require database credentials, some API token, a
private key for TLS certificate, etc.

e encrypted secrets in store — one master key kept outside the store
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challenge

[ Sensitive information exposure scenario

A user of certain shared GNU Guix system has put a secret (a password) in
/gnu/store by mistake. The CTF competitioneer has to SSH into another
account on said system and find the password.

e we have some lore
e real-world references might be intended or not. ..

e no direct info about the exposures (one needs to figure this out)
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L Investigation (Abdul’s blog)

e language — itself a hint Abdul is likely to make mistakes

only the few relevant blog entries (no misleading of competitioneers)
e mechanics of Guix relevant to the challenge are touched in the posts

e some extra effort required — obtaining a Gemini browser
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LInves’cigation (peeking through Gemini)

e most relevant parts of blog only accessible through Gemini (a
lightweight alternative to HTTP)

e a Gemini browser “Lagrage” recommended in HT TP part of Abdul’s
blog
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L Investigation (Spotting mistakes)

e the config suggests Matrix password is in config.toml in /gnu/store
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ctftilde registration form

L Investigation (Account creation)

e both Abdul's blog and the server's main website urge one to make
an account and log in to the tilde server with SSH

e emails entered not actually used
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L Hint 1

e page with the hint accessible through Gemini only
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L Hint 2

e link to GNU Guix HTML documentation

Hint 2

Scheme Procedure: Local-file file [name]
[#:recursive? #f] [#:select? (const #1)]

Return an object representing local file file to
add to the store; this object can be used in a

gexp. If file s a literal string denoting a relative
file name, it is looked up relative to the source

file where it appears; if file is not a literal string,

it is looked up relative to the current working
directory at run time. file will be added to the
store under name-by default the base name of

e suggestion that it has sth to do with the local-file macro (used in

Abdul’s code)
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I—Finding the flag

e “g" in flag replaced with unicode escape to make bypassing with
recursive grepping harder



